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Overview

Feitian ePass FIDO®-NFC is a FIDO alliance certified U2F authentication
key. Unlike the traditional second factor authentication devices, FIDO U2F
provides a much more convenient solution to replace or be a plus of

traditional password. A single Feitian ePass FIDO®-NFC is able to protect ‘

unlimited applications. Each application will be assigned an individual key
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pa||"_ CERTIFIED =

Feitian ePass FIDO®-NFC employs high-performance NXP secure elements. Besides generating strong keys pairs for
FIDO® u2F application, the JAVA smart card platform in the secure element also provides room for other

applications. An OATH one-time password application is also pre-installed in Feitian ePass FIDO®-NFC.

Feitian never forgets the usability needs from users. The Feitian ePass FIDO®-NFC enables both USB and NFC

communications to meet users’ requirements.

Core Features

@ One key for all accounts. Protect an unlimited number of applications.

@ Driver free. Recognize as a HID device, no driver needed for ePass FIDO®-NFC to work on Microsoft
Windows, Mac OS X, Linux over USB.

@ Pre-installed FIDO U2F and OATH HOTP applications.

@ Support both USB and NFC communications.

@ Water proof.

Product View

CERTIFIED S

1 | NFC sensor
LED and touch button (only needed while using contact authentication)
3 | Standard USB plug
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Specification
Specification Value
0s Windows, Linux, Mac OS, Android, iOS
Certifications FIDO U2F
Embedded security algorithm ECDSA, SHA256
Dimensions 43.85(+0.05) mm * 20.85(+0.05) mm * 3.30(+0.05) mm
Color Black
Max number of keys No limit
Interface type USB, NFC
Data storage life At least 10 years
Erasing times 100,000 times
Communication protocol HID
Working voltage (Stand-by) 5.0V
Working current (Stand-by) 19mA
Power (Stand-by) 0.09W
Working voltage (During Transaction) 5.0V
Working current (During Transaction) 27mA
Power (During Transaction) 0.14W
Working temperature -10°C — +60°C
Storage temperature -20°C — +75°C
Button Touching type
Indicator Green LED light
Case Material ABS, Calcium carbonate
Construction type In mold injection
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Example: How to Use U2f Security Key with Google

A U2F security key can protect many different applications in different platforms. As an example, the instructions

below will guide you to use the U2F Security Key with your Google account.

Bind a U2F key to your account
1. Get a PC ready with Chrome browser (Version no less than 41), a ePass FIDO -NFC and a Google account
ready.

2. Go to Google.com. And click “My account” at the very top-right corner.
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Change

Add account Sign out

3. Click “ ﬁ Sign-in & security » 5 “2_step Verification”. Then you can follow the Google instruction to

activate the 2-step verification. You will be required to register a phone number with this account.

4. Once the 2-step verification is activated. You will be able to see the option of “Security key”. Click “Add

Security Key” to register the ePass FIDO -NFC to this account. Click “Next” and plug-in the security key.

Have your Security Key?

Make sure your key is with you, but not connected to your computer

yet

CANCEL NEXT

5. When you see the screen as shown below, the security key’s LED indicator should be blinking. Touch the

blinking button to process. Then your key will be successfully registered.
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Register your Security Key

Insert your Security Key in your computer's USB port or connect it
with a USB cable. If your key has a button or a gold disc, tap it now.

Having trouble?

CANCEL

Use FIDO U2F Security Key to Login to Your Google Account

Over PC

Be noted that Google does not require users to login every time as long as you are using your frequently used

devices. However, you will need to proof your identity once you are using a new device or in incognito mode.

1. Goto Google.com

2. Click “Signin”
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3. Enter the account ID and password.
4. You will be requested to present the security key which you have just registered.
5. Plug-in the U2F security key. Tap the button when the LED is blinking.

6. Done.
Add a Google Account in An Android Phone

Android version should be at least 5 (Lollipop) with the latest Google Play Services.

1. Go “Setting” = “Account” 2 “Add Account” = “Google Account"

2. Enter Account ID and password.
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3. You will be asked to present the ePass FIDO security key. Simply attach the key to your NFC sensor.

4. Done.
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